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METHOD AND APPARATUS FOR DETECTING A COLOR CHANGE OF A 
LIVE FINGER 

FIELD OF THE INVENTION 

This invention relates generally to a fingerprint scanning system, and 
more particularly to a method and apparatus for distmguishing a human finger 
from a reproduction of a fingerprint. 

BACKGROUND OF THE INVENTION 

Automatic fingerprint scanners are commonly used to obtain an analog or 
digital image for security, access, verification, or record-keeping applications, m 
most conventional scanners, a two-dimensional (2D) image of the fingerprint is 
captured by an imaging device having a matrix of picture elements or pixels 
arranged as multiple rows and columns. A 2D light-sensitive electronic sensor, 
such as a charge-coupled device (CCD), is typically used to capture a fingerprint 
image. 

Fingerprint imaging systems must determine if the image presented is a 
real finger or instead an optical or mechanical reproduction of a fingerprint 
Such reproductions may be in the form of a fingerprint printed on paper, a 
fingerprint printed on clear or reflective plastic, or may be in the form of a three- 
dimensional (3D) model of a fingerprint, such as a rubber stamp, in the extreme 
case, a finger may be removed from its rightful owner and used with the 
imaging system without the rightful owner being present. 

Therefore, there is a need for distinguishing a human finger from a 
reproduction of a fingerprint. There is a further need for distmguishing a live 
finger from a dead finger. 

SUMMARY OF THE INVENTION 

The present invention provides a method and apparatus for 
distmguishing a human finger from a reproduction of a fingerprint. A finger is 
placed on a transparent platen having a prism or microprism array attached. A 
first light source directs light substantially orthogonal to the platen, where a first 
image of the fingerprint is captured by an imaging device. A second light source 
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directs light at an acute angle to the platen, where a second image of the 
fingerprint is captured by the imaging device. A determination that the 
fingerprint is from a human finger is made if a mathematical comparison of the 
two images meets some predetermined criteria. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The present invention is illustrated by way of example and may be better 
understood by referring to the following description in conjunction with the 
accompanying drawings, in which like references indicate similar elements and 
in which: 

FIG. 1 shows an embodiment of a fingerprint scanning system; 

FIG. 2 shows another embodiment of a fingerprint scanning system; 

FIG. 3 shows a side view of fingerprint ridges during scanning with a 
fingerprint scanning system; 

FIG. 4 shows a planar view of the area of a fingerprint during scanning 
with a fingerprint scanning system; 

FIG. 5 shows a top view of a platen having a raised portion; 

FIG. 6 is a flowchart of a method for distmguishing a human finger from a 
reproduction of a fingerprint; 

FIG. 7 shows a perspective view of a platen with horizontal iHumination; 

FIG. 8 shows a side view of a platen and finger with external illumination 
of the finger; 

FIG. 9 is a flowchart of a method for distinguishing a human finger from a 
reproduction of a fingerprint using total internal reflection (TIR). 

DETAILED DESCRIPTION 

In the following description of a fingerprint scanning system, reference is 

made to the accompanying drawings which form a part hereof, and in which is 

shown by way of illustration a specific embodiment in which the invention may 

be practiced. It is to be understood that other embodiments may be utilized and 

structural changes may be made and changes to the mathematical algorithms 
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may be made without departing from the scope of the present invention. In one 
embodiment/ described below, enables a remote computer system user to 
execute a software application on a network file server. 

In the following description, for purposes of explanation, numerous 
specific details are set forth in order to provide a thorough understanding of the 
disclosed technology. It will be evident, however, to one skilled in the art that 
the disclosed technology may be practiced without these specific details. In 
other instances, well-known structures and devices are shown in block diagram 
form in order to facilitate description. 

A method and apparatus for distinguishing a human finger from a 
reproduction of a fingerprint is provided. A finger is placed on a transparent 
platen. A first light source directs light substantially orthogonal to the platen, 
where a first image of the fingerprint is captured by an imaging device. A 
second light source directs light at an acute angle to the platen, where a second 
image of the fingerprint is captured by the imaging device. A determination 
that the fingerprint is from a human finger is made if a comparison of the two 
images meets a predetermined criteria. 

FIG. 1 shows an embodiment of the fingerprint scanning system. A finger 
101 or palm is placed on a transparent platen 103 providing a surface for contact 
with the finger 101. A first light source 105 directs light substantially orthogonal 
through the platen 103 to illuminate the finger 101. A second light source 107 
directs light at an oblique or acute angle to the platen 103. An optional diffuser 
109 may be placed between the second light source 107 and the platen 103 to 
diffuse the light from the second light source 107. Light directed through or at 
the platen 103 is focused onto an electronic imaging device 113. An optional 
focusing device 111 may be used to focus light onto the imaging device 113. The 
platen 103 may preferably be glass or plastic, but it will be recognized by one of 
ordinary skill in the art that the platen 103 may be constructed of other materials 
so long as the platen 103 is substantially transparent to the wavelength(s) of light 
generated by the first light source 105 and second light source 107. 
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Either the first light source 105 or the second light source 107 may 
preferably be one or more light emitting diodes (LEDs), but it will be recognized 
by one of ordinary skill in the art that other light sources may be used with the 
system, including ambient room light, without loss of generality. The focusing 
device 111 may preferably be a lens, but it will be recognized by one of ordinary 
skill in the art that other focusing devices, such as a fiber optic device or curved 
mirror, may be used without loss of generality. The imaging device 113 may 
preferably be a charge-coupled device (CCD), but it will be recognized by one of 
ordinary skill in the art that other imaging devices, such as a complementary 
metal-oxide semiconductor (CMOS) sensor or a contact image sensor (CIS), may 
be used without loss of generality. For yet another embodiment, a color imaging 
device may be used. 

As shown in HG. 1, in one embodiment, the platen 103 may incorporate a 
bulk prism. FIG. 2 shows another embodiment, in which the platen 203 
incorporates a microprism. It will be recognized by one of ordinary skill in the 
art that other embodiments using variations in the optics may be used without 
loss of generality. For example, a direct light source 701 may be positioned to 
direct light horizontally into the platen or prism 703 as shown in FIG. 7. A direct 
light source 801 may also be positioned to as shown in FIG. 8 to illuminate the 
flesh of the fingertip 805 external to the platen or prism 803. In this case, internal 
scattering of light by blood and skin cells yields a positive image through the 
platen or prism 803. It will be recognized by one of ordinary skill in the art that 
additional or alternative lenses, mirrors, prisms, polarizers, diffractors or other 
optical elements may be inserted into the light path as needed in order to change 
focal lengths, improve image contrast, color or brightness, differentiate between 
materials presented on the platen or prism 803, or otherwise accommodate a 
wide range of electronic imaging devices and light sources. 

With the embodiments shown in FIG. 1 and FIG. 2, two different light 
sources are used. The first light source 105, 205 preferably iHuminates a 
fingerprint directly, and the second light source 205, 207 preferably wuminates 
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the fingerprint using total internal reflection (TIR). The resulting images 
obtained using each light source individually, or by superimposing both, are 
different when a true finger is placed on the platen from a reproduction of a 
fingerprint. The light sources 105, 107, 205, 207 may generate light of any color 
in the visible spectrum, or may also generate light or electromagnetic radiation 
in the infrared or ultraviolet spectrum. 

With the system described above, a human finger typically yields a 
positive image under direct illumination and a negative image under TIR 
illumination. Positive is taken to mean that relatively more light is recorded in 
parts of the image where the raised finger ridges are in contact with the platen, 
and relatively less light is recorded in parts of the image corresponding to spaces 
between the finger ridges. Most reproductions of fingerprints typically do not 
yield such strongly reversed images under the two types of illumination. 

The two light sources may be operated sequentially and electronic image 
processing used to measure the difference between the images. Alternatively, 
the two light sources may be operated simultaneously, in which the image of a 
true finger will tend to be canceled out, but the image of a reproduction of a 
fingerprint will tend to be reinforced. Simultaneous illumination with two light 
sources can typically distinguish a rubber stamp of a fingerprint because the 
level of reflectivity of the rubber material does necessarily match the reflectivity 
of human skin. In addition, simultaneous illumination may be used to 
determine the authenticity of other human body parts including, but not limited 
to, hands, feet, parts of the eye, and entire faces. 

When a finger 101 is directly illuminated by light source 105, which is 
when light inside the prism 103 is incident on the surface at less than the critical 
angle, the light exits the prism 103 to illuminate the surface of the finger 101. In 
regions where the finger 101 is in contact with the prism 103 surface, a portion of 
the light is scattered back into the prism 103 at an angle greater than the critical 
angle. An imaging device 113 positioned at an angle greater than the critical 
angle to the prism can image a positive image of the fingerprint, where the 



WO 01/65466 



PCT/US01/06711 



ridges of the fingerprint are light and the background or valleys of the 
fingerprint are dark. 

Conversely, the prism 103 or 203 may be illuminated by light source 107 
where much of the light is incident on the surface at greater than the critical 
angle, and therefore the light is totally internally reflected toward the electronic 
imaging device 113, 213. The captured image will consequently be light in all 
areas except those where something is in contact with the TTR surface. If a finger 
101, 201 is placed on the T1R surface, the imaging device 113, 213 can capture a 
negative image, where the ridges of the fingerprint are relatively dark and the 
background of the fingerprint is light. 

A summary of several types of scanned images and their scan results are 
summarized in Table 1 below. 





TTR Light Source 
On 


Direct Light 
Source On 


TTR and Direct 
Light Sources On 


Real Finger 


Negative Image 


Positive Image 


All Areas Light 


White Paper With 
Black Ridges 


Positive Image 


Positive Image 


High Contrast 
Positive Image 


Clear Plastic With 
Black Ridges 


Negative Image 


No Image 


Negative Image 


Clear Plastic With 
White Ridges 


AH Areas Light Or 
Faint Negative 


Positive Image 


Faint Positive 
Image Bright 
Background 


Rubber Stamp 


Negative Image 


No Image Or 
Faint Positive 


Faint Negative 



Table 1. Scan results. 



As shown by the scan results listed in Table 1, none of the false image 
techniques typically produce the same scan result as a real finger with 
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iliumination by either or both of the light sources. The scan results listed in 
Table 1 describe one or more threshold conditions, which if met by a 
combination of one or more images from different illumination sources, allows 1 
the accurate determination of a real fingerprint. Therefore / the system described 
above can distinguish a real finger from a reproduction of a fingerprint by the 
unique scan results generated from different light sources. 

The results listed in Table 1 are simplified. The results in Table 1, 
although typical, are only an example for one embodiment of the disclosed 
technology. It will be recognized by one of ordinary skill in the art that different 
embodiments of the disclosed technology may modulate of the intensity of the 
two light sources or vary the gain or integration time of the two images to 
achieve an optimum level of canceling or contrast. Such adjustments may be 
made based on the actual implementation, during testing. 

Although the entire fingerprint is typically illuminated when capturing 
and storing the fingerprint image, for one embodiment, an authenticity check 
may be performed on a small sample area of the fingerprint instead of the entire 
fingerprint. Either the first illumination source 105, 205 or the second 
mumination source 107, 207 may optionally selectively illuminate only a portion 
of the fingerprint. Further, only a small portion of the scanned area is necessary 
to determine the authenticity of a fingerprint image, which can greatly reduce 
the computational requirements and/or optical or mechanical complexity of the 
system. In one embodiment, the total scan area has dimensions of 
approximately 300 x 400 pixels with a resolution of approximately 350 dots per 
inch (dpi). A vertical stripe of pixels with dimensions of approximately 255 x 1 
may optionally be considered in place of the entire image. The vertical stripe is 
preferably taken from approximately the middle of the image. 

In one embodiment, the authenticity of a fingerprint image is determined 
by first illuminating the finger with the direct light source 105, 205 and capturing 
a first image with the imaging device 113, 213. The finger is then iUiuninated 
with the TIR light source 107, 207 and a second image is captured with the 
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imaging device 113, 213. A difference between the first and second images is 
calculated by subtracting the second image from the first image on a pixel by- 
pixel basis. Alternatively, a difference can be calculated by subtracting a portion 
of the second image from the same portion of the first image, which is typically a 
vertical stripe taken from the middle of the images. A determination is made 
that the fingerprint is from a human finger if the ridge amplitude of the 
difference image is greater than a ridge amplitude of either the first image or the 
second image. 

In another embodiment, the authenticity of a fingerprint image is 
determined by simultaneously iUurninating the finger with the direct light 
source 105, 205 and the TIR light source 107, 207. A determination is made that 
the fingerprint is from a human finger if the difference between a light intensity 
of a ridge of the fingerprint and a light intensity of a valley of a fingerprint is less 
than a contrast threshold value or less than the corresponding difference under 
only TIR or direct illurnination. 

In another embodiment, the authenticity of a fingerprint image is 
determined by first illuminating the finger with the direct light source 105, 205 
and capturing a first image with the imaging device 113, 213. The finger is then 
Uluminated with the TIR light source 107, 207 and a second image is captured 
with the imaging device 113, 213. A determination is made that the fingerprint 
is from a human finger if a difference between a peak amplitude of the first 
image and a peak amplitude of the second image is greater than an amplitude 
threshold value. 

It is well-known that the fingerprint ridges on a human finger tend to 
flatten out when pressure is applied to the finger, as shown in FIG. 3. At time tO, 
no pressure is being applied to the finger, and the width of the ridges is 
represented by ul, u2, u3, u4. At time tl, moderate pressure is being applied to 
the finger, and the width of the ridges is represented by vl, v2, v3, v4. At time 
t2, heavy pressure is being applied to the finger, and the width of the ridges is 
represented by wl, w2, w3, w4. 
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The system measures the change in fingerprint ridge width, and the time- 
varying characteristic of the change, when a finger is placed on the platen 103, 
203. The finger may be sequentially iHuminated by one or more light sources, 
and the resulting captured images compared to determine the amount of any 
ridge widening. A determination is made that the fingerprint is from a human 
finger if the difference between the width of a ridge on the first image and the 
width of the ridge on the second image is greater than a widening threshold 
value. 

Because the shape of a human finger is generally round, the area of 
contact tends to increase as the finger is placed on a flat surface, as shown in FIG. 
4. At time tO, when relatively little pressure is being applied to the finger, and 
the area of contact is generally small. As more pressure is applied to the finger, 
over time the area of contact increases as shown at times tl through t3. For one 
embodiment, the system measures the change in the area of contact of the finger, 
and the time-varying characteristic of the change, when a finger is placed on the 
platen 103, 203. The finger may be sequentially illuminated by one or more light 
sources, and the resulting captured images compared to determine the change in 
the area of contact of the finger. A determination is made that the fingerprint is 
from a human finger if the difference between the area of contact of an image 
and the area of contact of subsequent image(s) is greater than a threshold value. 

It is well-known that the living skin on a human finger tends to change 
color, from pink to white, when pressure is applied to the finger. The system, 
for one embodiment, measures the change in fingerprint color, and the time- 
varying characteristic of the change, when a finger is placed on the platen 103, 
203. The finger may be sequentially iUuminated by light sources of two or more 
different colors, such as red and green or blue, and the resulting captured 
images compared to determine the amount of any color change. A 
determination is made that the fingerprint is from a human finger if the color 
difference between the captured images is greater than a color threshold value. 
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Alternatively, a broad band or uniform, spectrum light source may 
iUuminate the finger and a comparison made between images captured with two 
or more imaging devices each having different color filters. Alternatively, a 
single imaging device with two or more filters can capture images of the 
fingerprint over time and compare the difference in the images to determine the 
amount of any color change. Alternatively, a single imaging device can capture 
images of the fingerprint over time and compare the gray-scale difference in the 
images to determine the amount of any gray-scale or color change. 
Alternatively, as shown in FIG. 5, a portion of the platen 501 can be modified so 
that some areas are raised and /or some areas are depressed. The platen 501 
may have a raised or depressed area in the shape of a square or windowpane 
503, a curve 505, or another shape. The raised areas 503, 505 of the platen 501 
will show more and/or faster whitening of the finger than the depressed areas 
because there is more pressure on the skin of the finger in the raised areas. The 
raised or depressed areas may optionally be in the active area of the fingerprint, 
which is the area which is captured and analyzed for features. For one 
embodiment, the system tracks the area of the finger that has the raised area. 
Because the relative positioning of the finger differs for each use of the sensor, 
this may be an additional safety device. 

FIG. 6 shows a method of distinguishing a human finger from a 
reproduction of a fingerprint. At step 601, the finger is muminated with a direct 
or orthogonal light source. At step 603, a first image of the fingerprint is 
captured. At step 605, the finger is illuminated with an acute light source. At 
step 607, a second image of the fingerprint is captured. At step 609, the first 
image is compared to die second image. If at 611 the sum of a difference is 
greater than a sum threshold, at 613 a determination is made that the fingerprint 
is from a human. 

FIG. 9 shows a method of distmguishing a human finger from a 
reproduction of a fingerprint using ITR compatible with the disclosed 
technology. At step 901, the light output, gain, and offset settings are calibrated 
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for TER and direct illumination conditions. At 903, using TER, the image is 
analyzed to determine if there is high contrast between the fingerprint ridges. If 
not, at step 905 a delay is introduced, and control returns to 903. Otherwise, at 
step 907 a HR image is captured and stored in a memory. At step 909, a ridge 
amplitude is calculated for the HR image. For one embodiment, the TER image 
is filtered and the root mean square (RMS) or equivalent value of the ridge 
amplitude is calculated. This value is known as score 1. At step 911, a direct 
illumination image is captured. 

At step 913, the TLR image is subtracted from the direct illumination 
image. For one embodiment, this is implemented by, on a pixel-by-pixel basis, 
inverting the TIR value in memory and adding it to the direct illumination pixel 
value. At step 915, the resulting image data is filtered and the RMS or 
equivalent value is computed for the ridge amplitude. This value is known as 
score 2. At step 917, the scores are compared. If at 917 score 2 is greater than 
score 1, at step 921 a determination is made that the fingerprint is from a human. 
Otherwise, at step 919 a determination is made that the fingerprint is not from a 
human. 

While the invention is described in terms of exemplary embodiments in a 
specific system environment, those of ordinary skill in the art will recognize that 
the invention can be practiced, with modification, in other and different 
hardware and software environments within the spirit and scope of the 
appended claims. 
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CLAIMS 

What is claimed is: 

1. A method for determining if a fingerprint is from a human finger 
placed on a platen, the method comprising: 

iUurninating the finger; 

capturing with an imaging device a first image of the fingerprint at a first 
time instant; 

capturing with the imaging device a second image of the fingerprint at a 
second time instant; 

comparing the first image to the second image; and 

determining that the fingerprint is from a human finger if the difference 
between the color of the first image and the color of the second image is greater 
than a color threshold value. 

2. The method of claim 1, wherein the light source comprises a 
substantially red light source. 

3. The method of claim 1, wherein the light source comprises a 
substantially green light source. 

4. The method of claim 1, wherein the light source comprises a 
substantially blue light source. 

5. The method of claim 1, wherein the light source comprises a 
substantially white light, and the imaging device is a color imaging device. 

6. The method of claim 1, wherein the platen comprises a platen 
having a raised portion. 

7. The method of claim 6, wherein the step of determining that the 
fingerprint is from a human finger comprises determining if the difference 
between the color in the raised portion of the first image and the color in the 
raised portion of the second image is greater than a color threshold value. 

8. A method for determining if a fingerprint is from a human finger 
placed on a platen, the method comprising: 
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capturing a first image of the fingerprint illuminated with a first light 
source; 

capturing a second image of the fingerprint illuminated with a second 
light source; 

determining a first ratio of the first image and the second image; 
capturing a third image of the fingerprint illuminated with the first light 
source; 

capturing a fourth image of the fingerprint illuminated with the second 
light source; 

determining a second ratio of the third image and the fourth image; and 
determining that the fingerprint is from a human finger if the difference 

between the first ratio and the second ratio indicates an appropriate color change 

of the fingerprint over time. 

9. The method of claim 8, wherein the light source comprises a 
substantially red light source. 

10. The method of claim 8, wherein the light source comprises a 
substantially green light source. 

11. The method of claim 8, wherein the light source comprises a 
substantially blue light source. 

12. The method of claim 8, wherein the light source comprises a 
substantially white light source, and the imaging device is a color imaging 
device. 

13. The method of claim 8, wherein the platen comprises a platen 
having a raised portion. 

14. The method of claim 13, wherein the step of deteriruning that the 
fingerprint is from a human finger comprises determining if the difference 
between the color in the raised portion of the first image and the color in the 
raised portion of the second image is greater than a color threshold value. 

15. An apparatus for scanning a fingerprint and determining if the 
fingerprint is a live finger, the apparatus comprising: 
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a transparent platen; 

a light source for directing light to iUurninate a finger placed on the 

platen; 

an electronic imaging device positioned to capture a plurality of images of 
the fingerprint; and 

logic to determine a color change in the fingerprint, the logic determining 
if the fingerprint is a live finger based on the color change. 

16. The apparatus of claim 15, wherein the logic comprises: 
a memory for storing the plurality of images; 

a ratio unit for calculating a ratio of the images; and 
a determination unit for determining whether the ratio is above a 
threshold to indicate that the finger is a live finger. 

17. The apparatus of claim 15, wherein the light source comprises a 
white light source. 

18. The apparatus of claim 15, wherein the light source comprises one 
or more of the following light sources: a red light, a green light, and a blue light. 

19. The apparatus of claim 18, wherein a first image is captured using 
one of the light sources, and the second image is captured using another of the 
light sources. 

20. The apparatus of claim 19, wherein subsequent images are 
captured with a same light sources, to determine color change of the fingerprint 
over time. 

21. The apparatus of claim 15, further comprising: 

a raised area on the platen, the raised area used to determine whether a 
portion of the fingerprint on the raised area changes color at a different rate than 
a portion of the fingerprint not on the raised area. 

22. A method of capturing a fingerprint image and determining 
whether the fingerprint image is from a live finger on a platen, the method 
comprising: 

capturing a first image of a fingerprint; 
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capturing a second image of a fingerprint; 

determining whether a color of the fingerprint changes from pink to 
white over time, as would a color of a live finger. 

23. The method of claim 22, further comprising: 

detecting a portion of the fingerprint on a raised area on the platen; 

deterrnining whether the color of the portion of the fingerprint on the 
raised area on the platen changes color at a different rate than the portion of the 
fingerprint not on the raised area; and 

determining whether the finger is a live finger based on the comparative 
rates of change. 
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